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Unveiling the Hidden Dangers and Risk Blind Spots 

Using Technology Enablers Such as GenAI

GenAI Focus – Data Driven Risk Intelligence
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Making Sense of Risk 

     in an Interconnected World  

Target Operating Model for ERM 

     in the Age of Emerging Technologies

GenAI and Risk Intelligence:

     Big Opportunities, Manageable Risk 

Your Masterclass Session
 

A Blended Menu for Risk Beyond 2024
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Today’s Special: “Who Wants to be a Risk Genius” Finale
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Deloitte Learning Solutions Southeast Asia  

Sarjit Singh

Sarjit is a senior advisor in Deloitte Southeast Asia. He is a qualified chartered accountant with over 30 
years of multinational experience in audit, advisory and corporate roles, including 16 years in assurance 
and advisory practice with PricewaterhouseCoopers. Prior to joining Deloitte, Sarjit served in various 
leadership roles as CEO, Singapore of In.Corp Global, Chairman and Senior Partner of Kreston ACA, CFO 
of AIA Singapore, and CFO of Aviva Asia. 

Over the past 9 years, Sarjit has led significant client engagements to structure and formulate risk 
management frameworks; perform internal audits and pre-IPO internal controls reviews; conduct 
internal reviews over sustainability reporting; sustainability reporting frameworks and processes; 
implement regulatory compliance; perform financial due diligence; and client training programmes. His 
clients included various SGX public listed companies, multinationals, financial institutions, government 
ministries (MHA, MOE, MND, MSF, MOH), organs of state (Istana, Supreme Court, AGO, AGC) and 
statutory boards. 

Sarjit served as an Adjunct Associate Professor at NTU from 2010 to 2016 given his expertise in 
Corporate Governance, Risk Management, Ethics, Auditing, and Financial Reporting and Analysis.  

Sarjit currently holds several industry appointments, including:
▪ Immediate Past Chairman of Chartered Accountants Australia and New Zealand (CA ANZ), Singapore 

Regional Council; 
▪ Global Talent Programme Taskforce at the Institute of Singapore Chartered Accountants (ISCA); 
▪ Investigation and Disciplinary Panel of the Institute of Singapore Chartered Accountants (ISCA);
▪ Advocacy Committee of The Institute of Internal Auditors Singapore (IIA); and
▪ Industry Advisory Committee for Accountancy at the Singapore Institute of Technology.

Sarjit was conferred the national honours of Public Service Star (Bar) in 2021, Public Service Star (BBM) 
in 2011, and the Public Service Medal (PBM) in 2007 by the President of the Republic of Singapore for 
his public service contributions to Singapore.

Qualifications and Professional Affiliations

▪ Fellow Chartered Accountant (FCA) of Chartered Accountants Australia and New Zealand (CA ANZ).

▪ Fellow Chartered Accountant (FCA) of the Institute of Singapore Chartered Accountants (ISCA).

▪ Member of The Institute of Internal Auditors Singapore (IIA); 

▪ Chartered Valuer and Appraiser (CVA) with the Institute of Valuers and Appraisers Singapore (IVAS).

▪ ISCA Financial Forensic Professional (FFP) credential holder.

▪ Advanced Management Program (AMP) at Harvard Business School, Harvard University.

Selected Experiences and Recognitions 
▪ Sarjit was awarded the prestigious SkillsFuture Fellowship by the President of the Republic of Singapore in 

2019. This honour recognises individuals as ‘masters of skills and mentors of future talent’.
▪ Sarjit was the winner of the Nanyang Alumni Achievement Award in 2012 where he was recognised by 

Nanyang Technological University (NTU) as a ‘financial industry talent’. 
▪ Sarjit has trained over 18,000 professionals at various organisations, including ISCA, IIA, CFA Institute, PwC, 

Monetary Authority of Singapore (MAS), Singapore Exchange (SGX), Temasek Holdings, DBS, OCBC, Singtel, 
Sembcorp, A*STAR, SingHealth Group, Seatrium, Far East Organisation, URA, JTC, NTU, NUS, SMU, SIT, SIM, 
Republic Polytechnic, Ngee Ann Polytechnic, SCDF, Singapore Chinese Chamber of Commerce and Industry, 
Singapore Malay Chamber of Commerce and Industry, Supreme Court of Singapore, Ministry of Education, 
Ministry of National Development, Ministry of Home Affairs, ISTANA, Auditor-General's Office, and the 
International Internal Audit Conference 2024 in Washington..

▪ As CFO of AIA Singapore and Aviva Asia, Sarjit responsible for formulating and implementing the financial, 
investment and commercial strategies for AIA Singapore and Aviva’s diverse businesses in Singapore, Hong 
Kong and the Asia Pacific region respectively.

▪ Sarjit was appointed by the Singapore government in 2016 to serve on the Committee on the Future 
Economy (CFE) – Working Group on Legal and Accounting Services.

▪ In March 2023, the Minister of Education appointed Sarjit to the Board of Trustees of Singapore’s first arts 
university, the University of the Arts Singapore (UAS). In addition to his role as a Board Member, he was 
appointed as the founding Chairman of the Audit and Risk Committee at UAS. 

Sarjit Singh
Senior Advisor, Audit & Assurance – Advisory Services

Office: +65 6800 4682  I  Mobile: +65 9363 5888 

Email:  sarjitsingh@deloitte.com

Deloitte Office:  Singapore

mailto:xxxx@deloitte.com
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Why do cars have brakes?

P
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E!

Scan the QR code to answer 
the question or go to 

Menti.com 
and enter the

the code: 

2655 496

Let’s Start With a Driving Analogy for Risk Management
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Making Sense of Emerging Riskss the 
in the Global Game of Change
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Risk Beyond 2024 3-Risk Clusters Beyond 2024

Cluster 1: 

Performance

▪ Supply Chain Disruptions
▪ Impact on Revenue
▪ Liquidity Concerns
▪ Profitability Concerns
▪ Solvency Concerns
▪ Fraudulent Financial Reporting 

Cluster 2:

 People

▪ Orchestrating Talent and 
Technology (GenAI)

▪ Employee Safety and Well Being
▪ Governance and Regulatory Risks
▪ Non-availability of Workforce
▪ Supply Chain Disruptions
▪ Fraud – Asset Misappropriation, 

Bribery and Corruption
▪ Profitability Concerns

Cluster 3: 

Technology

▪ Business Discontinuity and Sub-
optimal Digitalisation

▪ Cyber Threats – Data 
Confidentiality, Data Loss and 
Data Security

▪ Supply Chain Disruptions
▪ Fraud – Asset Misappropriation.
▪ Governance and Regulatory Risks
▪ Profitability Concerns
▪ Talent Supply – New Needs

Solvency

Concerns
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Let’s Begin 
With a Short 
Story …
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6 Pictures in 10 Minutes



No device is 
100% safe 
from Cyber 
Threats
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1
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No device is 100% safe from Cyber Threats

1



Every 3 
seconds 
somebody 
suffers from 
identity theft 
online 
because of 
Cybercrime.
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BY THE TIME 
WE FINISH THIS 
MASTERCLASS,
36 businesses 
would have 
suffered a 
phishing attack.
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No device is 100% safe from Cyber Threats

3



Your HUMAN 
FIREWALL – 
The answer to 
the cyber 
security 
problem.
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No device is 100% safe from Cyber Threats
4



The cost of 
Cybercrime is 
increasing by
$1 TRILLION 
EVERY YEAR.
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Cyber Security 
is a RACE 
WITH NO 
FINISH LINE.

20
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Why Cyber Risk Management
is Important ?

21
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Data 
Security 

Data 
Confidentiality

Data 
Loss

3. Reputational 
damage 

2. Prevalence of   
 cyber crime

1. Increasing risk of 
cyber crime

3 Emerging Cyber Risks

Importance of Cyber Risk Management 
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Unleashing Dynamic Risk Management

In the New Normal

25



Making Sense of Risk in an Interconnected World
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Traditional ‘Static’ View

Almost
Certain

Likely

Possible

Unlikely

Rare

Impact

Dynamic ‘Connected’ View

Relative Impact

Orchestrating 

Talent and

Technology

(GenAI)

Impact on Revenue / FundsLiquidity Concerns

Governance and 

Regulatory Risks

Cyber Threats

Fraud

Profitability 

Concerns

Supply Chain 

Disruptions

Employee 

Safety and 

Well Being

Business Discontinuity and 

Sub-optimal Digitalisation

Non-

availability 

of Workforce

Adverse Events 

(Covid-19, Cyber)

Cluster 1: Performance

Cluster 2: People

Cluster 3: Technology

Cyber

Economic
Recession

Climate
Change

SafetyFraud

Insignificant         Minor            Moderate         Major         Catastrophic



Integration of 
ERM and BCM
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Legend

Strong connection strength

Medium connection strength

Weak connection strength

Non-compliance with
Laws and Regulations

Funding Risk  
(Government & Non-Government)

Disruption to
Critical Services

Health &
Safety 
Risk

Relevance
Risk

Stakeholder
Engagement

Risk

Budget / 
Cashflow /
Liquidity

Risk

Global Economic
Downturn

Manpower
Risk

Adverse Events 
(Disease X)

Some Key Considerations

Is this a risk / threat to the 
organization or its units?

What are the Business 
Continuity considerations 
for the Disease X new 
normal?

What else should our BCPs 
cover to manage the 
network of risks / threats?

1

2

3



Disease X

2.18min
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What is Operational Resilience?

Operational resilience is the ability of an 
organisation to adapt rapidly to changing 
environments. This includes both the resilience of 
systems and processes and more generally the 
ability of the organisation to continue to operate in 
the face of adverse operational events by 
anticipating, preventing, recovering from, and 
adapting to such events.



Vision for 

the Future 

of ERM

Disrupted by Design

25



ERM as the Air Traffic Control Tower
Vision for the future of ERM to maintain trust Audit

In the future, ERM will 
be viewed as an air 
traffic control tower. 

Technology will enable 
real-time risk 
monitoring and timely 
reporting of high-risk 
findings to: 
✓ instill trust:
✓ support confident 

decision making; 
and

✓ contribute to 
increased 
organisational value. 

31
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An Elevated Risk Management Experience, Supercharged by AI

The Risk Manager in the Global Game of Change

• Investment to establish 
credible data analytics 
tools and techniques.

• Focus on “end-to-end” 
processes rich in data / 
information.

• Goal is to drive continuous 
monitoring and real-time 
response.

• Opportunity to provide 
operational insights to 
board and management.

Data Analytics

• Aggressive review of 
internal processes to 
identify opportunities for 
automation, simplification 
and streamlining of control 
activities.

• Consider leverage for risk 
assessment, audit planning, 
execution and digitised 
audit documentation.

• Shift to mobile where 
possible.

Digital Drivers

• Shift from a linear to 
dynamic, real time 
approach.

• Will require extreme 
flexibility and agility.

• Risk data aggregation to 
achieve dynamic outputs.

• Predict control failures and 
risk triggers.

• Align level of effort with 
residual risk.

Dynamic Risk Lens

• Re-think ‘traditional’ 
reporting content and 
format to deliver 
‘communication of key 
risks’ on interactive 
dashboards.

• ‘Lasting actions’ based 
on interactive data base, 
incorporating strategic 
goals, metrics, targets, 
and key risk indicators.

Digital Reporting

• A flexible, agile and 
collaborative talent model.

• Aggressive recruitment and 
development of critical 
competencies, especially 
data analytics and AI.

• Deploy resources with the 
right skill sets, involving 
subject matter experts.

• Build and participate in 
audit and risk communities.

Develop Talent

Re-thinking the Vision for the Future of the Risk Manager in the
 Age of Emerging Technologies, Evolving Expectations and Dynamic Ecosystems

TOM by 
Sarjit

Five ‘D’s 
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We live in times of unprecedented change and opportunity 
… with an evolving and dynamic workforce

75% 30-80% 40%+
of the global workforce 
will be comprised 
of Millennials by 2025

of job descriptions 
will be redefined

of the workforce will be 
complemented with 
digital workers by 2025

A multi-generational workforce and changing demands will drive new operating models and 
new ways of working.

2018 2020 FUTURE

Intelligent 
Automation

Artificial 
Intelligence

Different Human 
Working Groups

Source: Deloitte, CFO Signals 2023. Survey included 111 CFOs



Descriptive 

Analysis

+
Diagnostic 

Experience

1. Split Purchases

Identify any split purchases which circumvent 

the approval process.

An Illustration for the Analysis on Procurement and Payment Records

2. Annual Purchases by Vendor

For each supplier, compare various period 

purchases in order to identify and investigate 

unexpectedly large or small differences

3. Duplicate Purchase Invoices and 

Payments

Identify any potential duplicate invoices 

based on information such as Vendor, 

amount, Invoice Date and invoiced reference 

to ensure that the organisation has not been 

billed more than once for the same 

goods/services.

4. Unusual Invoice Patterns

Identify any potentially suspicious unusual 

invoice patterns

5. Benford’s Testing of Payments

Determine whether payments fit Benford’s law, using 

significant deviations to identify possible suspicious activity.

0%

5%

10%

15%

20%

25%

30%

35%

1 2 3 4 5 6 7 8 9

%
 O

c
c

u
rr

e
n

c
e

Sample occurrence Benford's prediction

Lower Limit Upper Limit
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Data Analytics
Using audit tools to provide greater assurance, operational insights and strategic advice Audit

28



Digital Reporting
Digital real time reporting providing business insights and strategic advice Audit

29

Re-think ‘traditional’ reporting 
content and format to deliver:

▪ ‘Communication of results’ based on videos, interactive dashboards, click-
through examples etc.

▪ Dashboard reporting which draws upon digitized audit results and evidence 
to provide a real time view of internal audit findings and results

▪ ‘Lasting actions’ based on interactive data base for auditee, allowing easier 
follow up of management actions by IA

Automated report delivery 

based on:

▪ Digitised audit documentation 
and internal audit delivery tools, 
resulting in ‘one click’ reporting

▪ Robotics based transcription of 
content (e.g. utilizing RPA to 
transcribe content from work 
papers or voice enabled 
technology





Lessons Learned from Fallen Idols

Practical Mini Case Studies

Real life examples and illustrations 
to help you spot red flags

Complicit:  How we enable the unethical ?
… a fresh new research coming soon! 

37
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Responsibilities to All 
Stakeholders

Who Has Blood on Their Hands?

It’s Story Time!

Theranos





Meet the 
World’s 

Youngest 
Self-Made 

Female 
Billionaire

Fun Facts

In ancient Greek 

mythology Theranos 

was the god of health, 

who stole medicine 

from the gods for the 

good of mankind and 

was sentenced to 

eternal punishment by 

Zeus for his troubles.



It’s Movie Time!

Brought to you by Sarjit Singh Productions …

2.45

Theranos 

The Inventor Out 
for Blood in 

Silicon Valley

Brought to you by Sarjit Productions

2.50mins

Fake It …Till You Make It

../Videos/The Theranos Effect _ The Inventor Out for Blood in Silicon Valley.mp4












The Theranos Advantage





It’s Movie Time!

Brought to you by Sarjit Singh Productions …

2.45

Theranos 

The US$9 Billion 
Medical ‘Miracle’ That 

Never Existed

Brought to you by Sarjit Productions

1.56mins

Elizabeth Holmes Spilling the Blood

../Videos/Theranos founder cross-examined at fraud trial.mp4




On 30 May 2023, Elizabeth Holmes began her 11-year 
prison sentence at a federal prison camp in Texas.



What Caused the Massive Fraud at Theranos?

◼ 70 senior executives responded – all of whom had studied the 

Theranos story.

◼ 62 of the 70 responses offered a single cause: 

❑ 56 of those 62 were a simple description of Elizabeth Holmes (ego, lack 

of integrity); and

❑ 6 single-cause explanations had to do with the Board’s governance 

failures.

◼ 8 mentioned two causes;

❑ Two simple descriptors of Holmes; or 

❑ One descriptor of Holmes plus the Board’s failure. 

◼ No mention was made of the role of the venture capital firms.

◼ No mention of Walgreens’ lack of due diligence.

◼ No mention of the Board’s lack of expertise in medicine and 

technology.

◼ The vast majority of the executives in the HBS class, who knew all 

aspects of the story, blamed a single source.





SARJIT SINGH | SINGAPORE

Artificial Intelligence

Big Opportunities
Manageable 
Risks



We’re in an AI revolution

Wave 2

Generative

Predictive

Wave 1

Autonomous 
Agents

Artificial General 
Intelligence

(AGI)

Wave 4

Wave 3

Image 
generated by Midjourney

How can I 
help you?



Global Advances in (Generative) AI
Top 10 Countries Leading in AI Research in 2024

Source: https://www.techopedia.com/top-10-countries-leading-in-ai-research-technology

https://www.techopedia.com/top-10-countries-leading-in-ai-research-technology
https://www.techopedia.com/top-10-countries-leading-in-ai-research-technology


“With great power 
comes great 

responsibility”

Voltaire / Spiderman / FDR

Generative AI
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14 trillion $
That’s the global economic 
growth that AI will provide by 
2030, according to Deloitte 
research

AI enables organization to automate processes that’s requires 
human cognition. Examples of RA use cases

Banking : KYC, AML, fraud detection, regulatory mgt, 
financial crime, trade surveillance, ESG, climate …

Aerospace & Defense : predictive maintenance, 
compliance…

Automotive / Transportation : autonomous vehicles 
software/AI Control

Healthcare : regulatory, PV, CT, R&D, Medical Device

Insurance : fraud detection and churn reduction, claims 
management, regulatory mgt…

Manufacturing : supply risks, predictive maintenance, 
regulatory management, ESG, decarbo,…
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Source: https://incidentdatabase.ai

https://incidentdatabase.ai/
https://incidentdatabase.ai/


62©2024 PT Deloitte Konsultan Indonesia

Weighing Risks vs. Benefits of using GenAI

Risks Benefits

• Workplace productivity

• Multidomain application

• Democratisation of 
information and skills

• Competitive differentiation

• Loss of confidential data

• Accuracy of outputs

• Bias and toxicity

• Increasing reliance

• Copyright considerations 
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Unveiling the Hidden Dangers and Risk Blind Spots 

Using Technology Enablers Such as GenAI

GenAI Focus – Data Driven Risk Intelligence

  Mark Woodley 
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Agenda

01  GenAI Introduction

02 GenAI & Risk Intelligence – The Opportunity

03  GenAI & Risk Intelligence – The Risk

04  GenAI Risk Enabling Solution Demonstrations

05  What About The People?

06 Where Do You Start?
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GenAI Introduction
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AI Trends

GenAI Enabled Service Delivery
GenAI is now being used by staff to generate deliverables either 

directly or indirectly via service delivery transformation.

Transforming People – AI Fluency
Often the people are not being transformed accordingly and therefore 

need to ‘run / audit / assure’ AI models they do not understand.

AI Everywhere & Available to Everyone
With the onset of Generative AI (“GenAI”), AI is now in the hands of 

‘everyone’ and is not just the domain of technical AI programmers. 

This brings opportunity but also risk.
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Types of AI

Discriminative AI

Generative AI

Traditional AI models focus on understanding data 

and making accurate interpretations and predictions.

AI power to “the Masses”. Generative AI involves 

building & training models to generate new content.

Both categories have 

application and relevance 

to Risk & Internal Audit

Text 

Generation

Image

Generation
Video

Generation
Audio

Generation
Code 

Generation
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GenAI In Action 

Text

Prompt: Explain the business impact of 
Generative AI in 50 words

Image

Prompt: A bowl of soup that is a portal to 
another dimension as digital art

Audio

Generative AI-powered customer 
service agents

Video

Prompt: Create a video of a teddy bear 
painting a portrait 

Code

Prompt: In python, code a program that 
predicts the likelihood of customer 
conversion

3D
Prompt: A beautiful dress made from garbage 
bags, on a mannequin. Studio lighting, high 
quality, high resolution

• Phone / Voice 

• Multi-Lingual

• Multiple Tasks

• Empathy / Humor

• Ensures Resolution

• Systems Integration
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GenAI Value Adding

Inspection of source 
documentation to produce 

summarized text and a 
consistent evaluation

Documentation 
Review

Use of natural language to 
interface technology across an 

organization, such as risk and audit 
platforms and external sources.

Natural Language 
Interface

Generate natural language 
reports and summaries of 

audit findings, making it easier 
for auditors to communicate 
their findings to stakeholder

Documentation 
Creation

Ability to research complex 
accounting questions through 

smart search mechanisms 

Knowledge 
Retrieval
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Differences Between Robotic Process Automation (RPA) & GenAI

RPA

• Performs pre-defined rules based tasks

• Accepts inputs only in the specific and 
exact format for which it was 
programmed to handle

• Focuses on improving task efficiency 
and consistency particularly for 
repetitive tasks

GenAI

• Accepts unstructured data from 
different sources and in different 
formats

• Does not need ‘re-programming’ for 
different model inputs. Model can learn 
and re-train

• Learns from data and experiences with 
the ability to adapt over time
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GenAI Maturity

Exploring

Navigate traditional technologies 

to automate existing capabilities/ 

processes. Dabbling with AI. 

No meaningful change to the 

overall organization.

Doing

Use AI technologies to augment 

workforce capabilities. 

Realizing productivity & 

efficiency gains.

Largely the same business, 

operating, & customer models 

with targeted enhancements.

Disrupting

Optimize AI across the enterprise 

to realize value in new and 

meaningful ways. 

Leading to reimagined operating 

models & business strategies

Business is disrupted & evolves 

in response to rapidly growing 

opportunities from AI.

Scaling

Leverage cross-functional AI 

applications & platforms to 

identify synergies/efficiencies. 

Resulting in transformed ways of 

working.

Business begins to adjust to AI as 

cross-functional opportunities 

are realized.

Mos t  bus ines ses  

a re  he re
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GenAI & Risk Intelligence – The Opportunity
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AI Looking Ahead

Between 2023 and 2027, USD $3 Trillion dollars will be spent on AI*

by year…

2026 2027 2028 2030

36% of total AI Spending will be on 
GenAI

16% of total IT spending will be on AI

50% of the GenAI models used by 
enterprises will be Private/Domain-
specific

33% of customer interactions will 
invoke Autonomous Agents / 
Digital Avatars powered by GenAI 
to achieve tasks by 2028

20% of repetitive processes will be 
automated by Private / Domain- 
specific LLM implementations in 
every industry by 2028

100% of global IT spending will be 
directly on AI or indirectly 
supporting AI

Every dollar of GDP, created 
anywhere on the planet, will be 
influenced by AI

Every person in a developed 
country will have an interaction 
with at least one AI instance every 
single day

80% of enterprises will 
use GenAI API’s and/or 
GenAI Apps by 2026

*Gartner: 2024 – the year of the AI plan; Gartner: Emerging Tech Impact Radar (November 2023)
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An Asia Pacific Lens

An analysis of more than 11,900 surveyed individuals across the region highlights the role of younger employees in driving 

GenAI adoption, presenting new opportunities  and challenges for employers as they adapt to these changes

Source: Generation AI in Asia Pacific | Deloitte Insights

Already, GenAI is transforming…

WORK

6.3 hours per week saved for 
employees who are daily users 
of GenAI

SOCIETY

67% of GenAI users said their 
experienced improved satisfaction 
with work or study 

ECONOMY
Over 11 billion working hours across 
Asia Pacific will be impacted by AI 
each week, equivalent to 16% of all 
working hours

$5 trillion USD of economic 
activity within industries that face 
a short fuse, big bang scenario

• 71% of GenAI users said that it’s improved their ability to generate new ideas

• 67% of GenAI users said that it’s improved their ability to learn new skills

• 73% of users said GenAI improved the speed and quality of their outputs

• 65% of users said GenAI improved the accuracy of their outputs

https://www2.deloitte.com/us/en/insights/topics/emerging-technologies/generative-ai-adoption-asia-pacific-region.html


75©2024 PT Deloitte Konsultan Indonesia

GenAI Opportunity

ACCELERATING INNOVATION 

Increase the pace of new product or new 
service development and speedier go-to-
market

NEW DISCOVERY & INSIGHTS

Uncover new ideas, insights, questions 
and generally unleash creativity

WORKFORCE TRANSFORMATION

New sets of skills and capabilities for the 
workforce → GenAI fluency

GROWTH

Increase growth through hyper-personalized 
targeted marketing and

product and service recommendations

PROCESS EFFICIENCY

 Create process efficiencies through 
automating standard tasks and reducing 

manual interventions 

COST REDUCTION 

Reduce cost primarily through automating job 
functions and then undertaking job substitutions

.

This is a good starting point
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GenAI Fields of Play

Software Engineering

LLMs are already being used to 
autonomously develop software 

code. It is where models are writing 
software code automating computer 

programming at scale in areas 
including: 

Cost reduction; process efficiency

• Product engineering services (PES)
• Product development
• IoT software
• Networking software
• Cyber defense
• Communication protocols

Embedded

Software / technology companies 
are looking to tie up with LLM 

Model Providers and incorporate 
LLMs that are specifically trained 
for usage within their packages:

Growth; accelerating innovation 
(products/services)

Industry ISV:
• Intuit
• Bloomberg
• Thomson 

Reuters

Enterprise Software:
• Oracle
• Salesforce
• ServiceNow
• Adobe

Front Office

LLMs are being built / 
accessed by businesses for 

building consumer facing apps 
for their customers. We are 

seeing this across 

Growth; process efficiency

• Sales 
• Marketing
• Customer Service
• Content Personalization
• Customer Engagement 

Back Office

Cost reduction; process efficiency

Enable the future of common 
enterprise back-office 

functions that transcend 
industries through functional 

domain LLMs:

• Legal
• HR
• Tax

• Finance
• Supply Chain
• Business of IT
• R&D/Innovation

Clear fields of play are emerging with the many ways Generative AI can lead to value across the enterprise 

4321
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How GenAI Can Help Risk, Compliance & External / Internal Audit

Risk 

Assessment

Plan 

Development

Engagement 

Planning

Engagement 

Execution
Reporting

Supporting risk and 

audit research and 

understanding of risks 

for a specific industry, 

sector and business

Identify areas of focus 

when using a risk 

based approach

Supporting risk and 

auditor research and 

understanding on risk, 

business process and 

expected controls in 

advance of 

engagement planning

Suggest control 

objectives and test 

procedures based on 

in scope risk areas

First draft of risk and 

audit scope/terms of 

reference

 

Drawing themes from 

interview notes / audio

Summation / 

interrogation of audit 

evidence documents

Initial workpaper 

review and QA

Initial draft of 

issue/observations

Initial draft report

Editorial QA e.g. 

simplifying language, 

sentiment analysis

Summation of reports 

for Audit Committee 

summaries

GenAI can be applied across the whole lifecycle
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GenAI & Risk Intelligence – The Risk
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GenAI Risk

Aside from GenAI opportunity there is also GenAI risk that needs to be dealt with



80©2024 PT Deloitte Konsultan Indonesia

AI Risks

✓ Bias in; bias out

Biased training data (e.g., 
over/under-representation 
of a population cohort, 
sexism, racism), can lead 
to biased output.

✓ To maintain operations
and customer trust,
proactively minimizing 
risk from malicious 
behavior on the
network is critical.

Bias

Malicious 
Behavior

Model training data and 

responses are reviewed, 

including using human rank 

preferred answers to reduce 

bias

Models are fine tuned with 

example prompts and 

responses to train out false or 

harmful content

✓ Foundation models are 
comprised of billions of 
parameters (model size)
and trained on
petabytes of data. 

✓ In theory, the larger the 
model, the better the
output. 

✓ Foundation models
generally offer a pay-as-
you-go billing mechanism 
however, the cost per use
of sophisticated models
can be material.

Cost

Model 
Performance

AI budgets are established 

with automated monitoring 

and reporting to escalate 

costs at defined thresholds

Models are monitored using 

pre-defined thresholds and 

ranges of acceptable 

performance

✓ Is the AI being used in a 
manner consistent with
the purpose of the overall 
exercise?

✓ Is customer data being 
used ethically?

✓ Models are built on data
sharing.

✓ Consent for data used
(confidential 
information, personally 
identifiable information)
is necessary.

Ethical Use

Confidentiality & 
Privacy

Meta prompting guardrails 

are established to detect 

potential unethical use and 

moderate outputs

Model training data is 

anonymized and reviewed 

prior to use

✓ Models can struggle
when the data are in 
irregular formats or
when the position of the
text on the page (e.g.,
infographic, presentation
slide) is relevant to the
context and 
understanding.

✓ Models might output 
statements that are 
factually false.

✓ Sources and citations are 
unavailable for most 
models.

Hallucination

Text 
Formatting

Models are grounded with 

retrieval augmented 

generation to provide a 

factual basis for responses

Model feature design is 

reviewed prior to 

implementation to specify 

input format

✓ SaaS-AI companies may
use prompt payloads to
train future versions of
the base model,
potentially including 
confidential data that 
could expose the user
to IP infringement
claims.

✓ Most models have a 2k
token size limit while 
some larger ones can
process 4k tokens in a 
single call.

✓ This limit makes it
difficult to process
larger documents.

IP Protection & 
Infringement

Token Size
Limits

Generative AI outputs include 

accessible, non-technical 

explanations of the output 

including appropriate citations

Model input parameters are 

defined and tested prior to 

implementation
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Foundations of a Trustworthy AI Risk Management Framework

Fair/Impartial

AI applications include internal and external 

checks to help ensure equitable application 

across participants

Transparent/Explainable
Participants are able to understand how 

their data is being used and how AI systems 

make decisions; algorithms, attributes, and 

correlations are open to inspection
Accountable
Policies are in place to determine who is

responsible for the decisions made or

derived with the use of technology

Robust/Reliable
AI systems have the ability to learn from 

humans and other systems and produce 

consistent and reliable outputs

Private
Consumer privacy is respected, and 

customer data is not used beyond its 

intended and stated use; consumers are able 

to opt in/out of sharing their data

Safe/Secure
AI systems can be protected from risks 
(including Cyber) that may cause physical 
and/or digital harm

Responsible

The technology is created and operated in a 

socially responsible manner

Trustworthy

AI
TM
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Making AI Fit for Audit

Data Lineage and Provenance: 
Complete records of data sources used for training, 
including timestamps, versions, and any 
preprocessing steps. This proves the AI's foundation 
is reliable.

Deployment Environment Details: 
Record of the hardware, software, and infrastructure 
where the model runs, including versioning. This 
ensures consistency between development and 
production.

Risk Assessments: 
Documentation of risks management system and 
identification, analysis, and mitigating controls of 
known and reasonably foreseeable risks. This 
demonstrates targeted risk management.

Training Code and Configuration: 
Version-controlled code used for model training, 
along with hyperparameter settings. This ensures the 
model can be reproduced.

Input Data Monitoring: 
Statistics and potential drift detection on the live data 
fed into the AI. This catches if the real-world data 
starts differing from training data.

Regulatory Compliance: 
Clear documentation and processes, including 
compliance assessments, certifications and policy 
documents. This demonstrates compliance with 
regulatory requirements and standards

Model Performance Metrics: 
Detailed results on standard metrics (e.g., accuracy, 
precision, recall) calculated on validation and test 
datasets. This demonstrates how well the AI 
generalises.

Model Prediction Monitoring: 
Tracking of the AI's outputs over time, including 
potential anomalies or deviations from expected 
behaviour. This spots performance degradation.

Model Explainability: 
Evidence of methods used to understand and explain 
model decisions, such as feature importance analysis 
or surrogate models. This ensures decisions made by 
the AI system are understandable and trustworthy.

Bias and Fairness Testing Results: 
Bias detection KPI, along with documentation of bias 
mitigation techniques used and the outcomes of 
fairness assessments across relevant demographics. 
This is crucial for responsible AI.

User Feedback and Issue Logs: 
Systematic capture of any user feedback, complaints, 
or issues encountered, linked to specific predictions 
if possible. This provides real-world performance 
insights.

Change Management Documentation: 
Version control for model updates, including reasons 
for changes, testing performed, approvals obtained, 
access logs. This provides an audit trail for model 
evolution.

MODEL DEVELOPMENT & TRAINING DEPLOYMENT & OPERATIONAL MONITORING GOVERNANCE & CONTROLS

Assess if the data used was appropriate, if the model was 
designed robustly, and if the training process was sound.

Evaluate if the model's performance remains consistent, if 
its inputs are valid, and if there are any production risks.

Assess if risks are effectively managed, if the system is fair 
and unbiased, and if there's accountability for decisions.

Below is an overview of key evidence required to ensure AI models are fit for audit 
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A Risk Based Approach to AI Models

Below is an overview of how the industry is categorizing and defining high / medium / low risk based evolving regulation (e.g., EU AI Act, SR 11-7, E-23) and other academia and research

There is no “silver-bullet” when it comes to determining risk classifications, as 
there is contextual significance for each model and use case. Risk classification 
should depend on an organization’s risk appetite and desired approach.

Use Case Risk Curve Visualization

RPA

Next Best Action

Expense Management

Rule Based Systems

Operational 

Processing

Predictive 

Maintenance

Personalized Marketing

Demographic 

Advertisement

Customer Service

Chatbots

Customer Segmentation

AML

Audit

Talent/HR Analytics

Bias Detection

PII Use

Limited Risk

Real-time biometric 

identification

Social scoring

Social manipulation

High Risk

Unacceptable Risk
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Cloud Vendor Data Privacy

When it comes to data privacy and risk, there are already some guardrails in place via the cloud vendors
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GenAI Enabling Solution Demonstrations
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GenAI Internal Risk & Internal Audit Use Cases

COMPLIANCE 

MONITORING

Develop audit scope and 
planning documentation, 

such as a planning memo and 
client communications

Risk Assessment Plan Development Engagement Planning Engagement Execution Reporting

Outline the risk landscape 
and identify risks that 

should be considered for 
auditing using public external 

data and Deloitte risk IP

Highlighting potential audit 
plan focus areas based upon 

analysis of risks, previous 
audit reports and findings

Write reports based on audit 
working papers and 

supporting documentation

Roll forward prior year testing 
papers to create current year 

working papers

Develop a process workflow 
based on process description, 

key documentation and 
walkthrough narratives

Develop a risk analysis and 
risk control matrix based on 

the audit scope and 
requirements

Evaluate regulations, contracts 
etc.. for completeness and 
accuracy to identify control 

gaps

RISK 

INTELLIGENCE
AUDIT PLAN 

INSIGHTS

RISK CONTROL 

MATRIX

INTERNAL AUDIT 

REPORTING

WORKFLOW 

BUILDER

CREATE TESTING 

DOCUMENTS

FIELDWORK 

PLANNING

Reviewing documents such as 
financial statements to 

identify risks and exceptions 
for follow-up

FINANCIAL DATA 

ANALYSIS

Summation of reports as part 
of audit committee reporting

STAKEHOLDER 

REPORTING
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GenAI Regulatory Compliance Example

AML Regulatory 
Requirements

Bank “ABCD” AML Policy

GenAI Large Language Model

Gap Analysis
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Employing large language models and digital tools to analyze and create/update a risk control matrix

Generate Audit Scope, Controls & Test Plan

Risk Control Matrix

Global

GDPR Audit
Period Reviewed: 

A: Privacy Program Governance
1.Privacy Governance Structure

2.Privacy by Design/Default and Data Protection Impact Assessment (DPIA) program

3.Roles & Responsibilities 

4.Privacy & Data Protection Requirements and Controls

B: Privacy Program Policies and Procedures

1.Privacy and information security policies, procedures and standards

2.Privacy notices and consent mechanisms

3.Security for privacy 
4.Records of processing activities architecture (location of personal data, access to personal data, 

use of third party personal data, third party access to <Client Name>' personal data, personal data 
5.Data subject access rights process and capabilities to support requests

6.Privacy incident response program (i.e. breach management and notification)

C: Training and Awareness

1.Privacy and information security training and awareness curriculum

D: Third Party and Cross border Data Transfer

1.Third party/vendor management processes, contracts and due diligence

2.Cross border data transfer mechanisms in use

3.Jurisdictional localization of GDPR privacy program elements

Large Language Model

Input Context:

• Company profile • Industry • Audit scope

Ingest audit scope

Identify risk and create 

control objective

Generate test plan

Audit Context

Generate Audit Scope, Controls & Test Plan

Animation
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Reviewing contract for risks and abnormal terms

Contract Risk Review

• Example case in contract terms audit with 
manual testing

• Requires audit profession to manually 
review contracts documents (takes up to 2 
weeks per contract review)

• Contracts terms may come in phrasing and 
present different risks

• Difficult to cross-reference other contracts

• Challenges to automation

• Requires domain legal knowledge

• Lack of clear checklist and guidelines

• Requires judgement on reasonability

Facilities lease 
agreement

~ 100 pages

Small construction 
project contracts

~ 50 pages

Outsourcing 
contracts

~ 100 pages
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Large Language Model

Employing large language models for contract review

Contract Review Workflow

• Given context (counter-parties profiles, background, specific 
policies) generate checklist to analyze a given contract

• Analyze the contract and highlight risks associated with the 
generated checklist

Outsourcing 
contract

~ 100 pages

Contract Risk Review

Generate Detailed 
Checklist Action Plan

Retrieve checklist

Retrieve 1 item

Generate audit 

actions

Animation
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Outsourcing 
contract

~ 100 pages

Employing large language models 

for contract review

Contract Risk Review

Audit, Analyse & 
Review Contract

Retrieve detailed 

action plans

Retrieve 1 audit action

Automatically retrieve 

relevant contract parts

Analyze and review 

contract identifying 

coverage, risk and 

recommendations

Large Language Model

AnimationAudit Contract
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Financial Statement Review
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Traditional Loan Origination Processes

1. Pre-screening 2. Financial   
      Spreading

3. Preliminary 
Analysis

4. Queries to
   Borrower

5. Credit
       Assessment 

Writeup
6. Submission

F1. Acquire Financial 
Statements 

(for last three years)

F2. Transcribe Key Data 
from Financial 

Statements into Excel

F3. Calculate Financial 
Ratios 

F4. Validate the 
Calculated Financial 

Ratios

Sub-processes within Financial Spreading

Indicates processes where 
manual tasks are involved

Indicates partial calculations 
are done by Excel formula

GenAI Enabled POC 
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Gen AI Financial Statement Analysis

Financial 
Report

Extracted Financial 
Information

Vision Large 
Language Model Transcribed 

Report

Large Language 
Model

Numerical 
computation

• Financial 
reports in PDFs 
etc.. 

• Various 
formats

• Vision-LLM read 
in document in 
PDF/scanned 
images

• Gen AI 
transcription to 
markdown text 
into LLM 
readable format

• LLM deconstructs report 
into sections

• For each financial value:

➢ LLM identify relevant 
sections to extract 
financial values

➢ LLM reason out arithmetic 
operations to perform

➢ LLM review of extraction

• LLM pass extracted values 
and operations to a program 
to execute those steps

• Deterministic computer 
functions perform the 
operations to compute the 
financial values and ratios

Computed Financial 
values and ratios

Large Language 
Model Analysis, 

Recommendations 
& Reporting

• LLM receive results and 
preform financial analysis 
on the information

• Draft the assessment 
report based on a given 
format

• Arrive at 
recommendations

Transform ‘raw’ input data into 
LLM readable format

Extract values from data Numerical calculations Analysis & reportingStep 1 Step 2 Step 3 Step 4
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Risk Intelligence
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Risk Intelligence Illuminator

Determine appropriate 

risk response strategy

and develop or enhance 

risk response plans to 

appropriately address the 

top enterprise risks.

Assess identified 

enterprise risks based on 

a common set of 

assessment criteria

across the organization 

for relevancy and impact.

Identify enterprise risks 
through internal and 

external sensing that may 
impact the organization’s 

ability to achieve its 
strategic priorities.

Prioritize the top 

enterprise risks to the 

business based on 

relevancy and impact 

analysis to drive next 

steps and enable efficient 

allocation of resources.

Identify Risk Assess Risk Prioritize Risk

Monitor the top 

enterprise risks via 

customizable AI 

workflows over time to 

track progress in 

addressing known risks; 

monitor for new and 

emerging risks.

AI generated reports on 

enterprise risks for timely 

communication of 

significant risk 

information to key 

stakeholders such as 

leadership and Board of 

Directors.

Mitigate Monitor Report

Risk Intelligence Illuminator leverages GenAI to create a customized risk landscape in 

near real time, enabling organizations to identify and mitigate risk so they can move forward with confidence.
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Risk Intelligence Illuminator Workflow

Large 
Language 

Model

Deloitte Risk IP

Step 1: Explore Events Step 2: Risk Analysis Step 3: Create RCM

GenAI enabled 

Interactive, 

situational aspect 

deep analysis

Generate RCM

Formulate final 

response and report

Integrate risk 

knowledge

Preliminary analysis

Identify and 

converge events

Retrieve relevant 

risk modules

• AI curated events feed

Public Events Feed

• Risks & disruptive factors 
by industry / sector
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What About The People?



102©2024 PT Deloitte Konsultan Indonesia

What about me and my role?

Some key questions

Is GenAI just a ‘fad’ and will go away?

Will my job change?

Will I even have a job?

Do I need to re-skill?
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‘Purple’ People

Core skillset: • Staff who possess a mix of business and technology skills (analytical tools, AI etc..)
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Where Do You Start?
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How are Boards & Audit Committees Preparing?

AI Strategy and 

Governance

Policy, standards and 
guidelines

AI Inventory

Regulatory Readiness
AI Risk Management 

and Culture
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GenAI Activation Pillars

• Advice and assessment of 

model governance

• Model ethics, fairness and 

non bias checks 

• Use of GenAI in the day to 

day operations delivering 

work and providing 

services

• Upskilling staff on the 

basics of risk & GenAI and 

also offering training on 

more advanced concepts

AI Governance & 

Assurance

Service Delivery 

Transformation
AI Fluency

Company-wide Generative AI Strategy

Three activation pillars
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